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SOLUTIONS & IDEAS

V

TRANSFORMING THE ENTERPRISE OF GOVERNMENT

Making the business case for cybersecurity

C

ybersecurity has been one of
the fastest growing sectors in
the federal government over
recent years. It’s a 24/7/365
job as threats are constant in an
online world. In fact, the Government Accountability Office reported in June that “the number
of cyber incidents reported by
federal agencies increased in
fiscal year 2013 significantly over
the prior three years.”
At more than 46,000 cyber incidents in fiscal 2013 and growing,
greater assets will be required to
fund cybersecurity programs.
Have you asked your team: “What
are we doing to ensure budget
allocation for cybersecurity not
only today, but in the coming
years?”
One of the best ways to justify
cybersecurity investment is to
develop a business case through
the Capital Planning and Investment Control (CPIC) process.
And the best time to finesse business cases through CPIC is right
now.
Even with the growing cyber
threat, agencies are being asked

to defend their IT portfolios and
adapt new technologies in order
to reduce IT spending.
Cybersecurity teams must advocate for their programs and be
able to defend the need for
funding. CPIC is critical for
cybersecurity leaders if they
are to effectively manage their
portfolios.
The Office of Management and
Budget mandates that agencies
develop an annual business case
(formerly the Exhibit 300). OMB
expects agencies to submit business cases for its review and
inclusion on its public-facing
Federal IT Dashboard.
In September, agencies submitted their IT portfolios, including budget requests and initial
budget year 2016 business cases.
Final business cases will be sent
in late February 2015. This interim
between initial and final submission is when agencies should
thoroughly review the current and
future state of their IT portfolios.
Now is the time to ask, “Do we
have adequate funding to protect
the agency from online attacks

now and in the future? Are resources in place to ensure that
these programs can operate in a
high-threat environment?”
This is more than examining last
year’s budget to see how much
was spent on cybersecurity and
then allocating a nominal funding
increase for future years. That is
not effective planning and potentially increases risks to the programs. If the program needs are
not in place, program professionals need to communicate shortfalls to leadership.
Agency leaders need a full understanding of their business
environment to include the organizational missions, portfolios,
architecture, capabilities, resources and constraints so that
they can make hard decisions if
resources need to be reallocated.
They must understand the cybersecurity universe, not only
within the federal sector, but to
the extent possible how the private sector is planning and budgeting to meet online threats.
That may require agency leaders
to completely rethink and reas-

sess their programs.

CPIC supports planning
In a complex business and IT
environment, the repeatable CPIC
process enables the federal government to control its IT funding
and manage IT programs. In layman’s terms, the CPIC process
can be thought of as a threelegged stool: budget planning and
implementation, program management and control, and management and oversight. Each leg
is critical to support the stool.
CPIC was envisioned to be a
process that links budget planning, and strategic planning to a
specific program and its performance. By leveraging the OMB
business case, agencies have at
their fingertips a multiyear budget
plan, justified investment portfolio and business case, and efficient plan for resource allocation.
Use the next three months to
analyze the data that was submitted to OMB in early September. Doing so will make a stronger
case for the cybersecurity programs that will be a major require-

How IT reform saves government resources

I

n the face of shrinking budgets,
growing demands from citizens
and an aging IT infrastructure,
the U. S. government has been
asking this crucial question: What
is the best way to deliver IT at
the federal level to achieve maximum value at minimum cost?
To compel this answer, and
improve the use and benefits
derived from IT at federal agencies, the Federal Information
Technology Acquisition Reform
Act (FITARA) was created. While
this act has not yet been passed
in Washington, the ongoing debate about using “smarter” technology and seeing a greater
return has been the genesis for a
new way of thinking about IT.
Technology is something that can
help the government improve
service to citizens, protect critical data, and most importantly,
generate cost savings.

Migration to the cloud
The federal government has
undertaken three different initiatives to help improve its use of
technology, with the first being a
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migration to cloud.
Among the advantages, implementing an application in the
cloud is considerably faster and
more cost-effective for public
organizations. It minimizes upfront costs by eliminating the
need to purchase on-site hardware and enables a more predictable total cost of ownership
through subscription-based pricing options. This helps generate
a speedy return on investment
(ROI) and saves money for the
government in the long run. The
cloud also helps agencies improve disaster readiness by housing the data off-premise, so
unpredictable incidents, such as
a natural disaster, will not impact
the accessibility or security of
information.

Sharing services and
technology
In addition to cloud migration,
federal decision-makers have
also created a shared services
initiative to help optimize technology use. Many agencies are
being consolidated to provide

services in a more cost-effective
way. For example, the Treasury
Department now utilizes a financial services center in West
Virginia, and the Department of
Agriculture manages its financial
and human resources functions
from New Orleans. Even though
they are outside the capital,
these agencies have the ability to
perform the same, if not more,
tasks using fewer federal resources.
At these new shared services
centers, the government is building an integrated technology
environment that provides greater visibility into data for better,
faster decision-making.

Talent science
The third (and most recent)
way in which the federal government is working to maximize the
value of technology, while minimizing costs, is through talent
science — the practice of leveraging behavioral and performance data to evaluate job
candidates based on their compatibility with an organization
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ment for the future. Now is the
time to ask and answer the question, “Does our agency’s IT program make the budget case to
counter expected and unexpected
cybersecurity threats?” N
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tions, identifying the best candidate for a job is particularly
challenging because of the high
number of specialty positions.
Talent science can help the government to evaluate applicants
using their “behavioral DNA,”
which is uniquely based on the
traits and characteristics they
display. By weeding out potential
hires without the necessary
attributes before the interview
process even begins, federal
agencies can protect their onboarding investment by increasing the likelihood that their
selection will be successful in
the position.
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A continuous process

and likeliness of success. It allows organizations to better
match the right person with the
right position by analyzing a
candidate’s behavioral traits and
comparing it against job-related
performance data that has been
collected separately from identified high-performing current
employees.
In terms of government posi-
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The movement to improve
government operations using
technology, embodied by FITARA, is an ongoing process.
Examining how IT is acquired
and used can help federal organizations to save both time and
money — resources that will
continue to prove more precious
as the future of our government
unfolds. N
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