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PURPOSE 
To dialogue about the art and science of 
requirements, particularly definition, including the 
application of the crowdsourcing concept to it. 
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Successful acquisition outcomes 

• Enables Mission accomplishment 
• Customer satisfaction, stakeholder acceptance 
• Legal, regulatory, and policy compliance 
• Demonstration of stewardship  
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Enabled by completeness and accuracy of requirements 
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WHAT COULD GO WRONG AND WHY? 
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From the program/project perspective 



What could go wrong 
And from the perspective of the contract 
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Technically and non-technically speaking 
Why do you think requirements get lost in translation or are 
just never found in the first place? 
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Inherent, common challenges 

1. Longstanding communication paradigm 
2. Many stakeholders 
3. Many requirements 
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Generic acquisition process 

Plan & Define 
(Requirement) Solicit Source 

Selection Administration 

Longstanding communication paradigm 



Many Stakeholders 
• Many perspectives and perceptions 

12 



Many requirements (documents) 
Generally speaking, Requirement documents can be 
viewed on spectrum, from general to specific, qualitative 
to quantitative, or from operational to technical. 
• Strategic Goals 
• Mission Need Statement (MNS) 
• Operational Requirements Document (ORD) 
• Functional and System Requirements Document (FRD) 
• Specifications (Design, Material) 
• Statement of Work/Objectives / Performance Work 

Statement (PWS) 
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Many Requirements within document(s) 
(e.g., generic SOW) 
 1. Requirement Information 

2. Section II – Purpose 
• Product, Service, or Outcome Required 
• Scope of the Product, Service, or 

Outcome 

3. Background 

4. Technical Requirements/Tasks/Outcomes 
• Deliverables 
• Special Delivery Instructions 
• Performance/Delivery Period 
• Place/Location of Performance/Delivery 
• Travel Requirements 
• Special Requirements 

 

5. Section V – Applicable Documents 

6. Section VI – Requirements for Handling 
Sensitive, Classified, and/or Proprietary 
Information 

7. Section VII – Government-Furnished 
Resources and Information 

8. Section IX – Performance 
Requirements/Quality Assurance 
Surveillance Plan (QASP) 

• Acceptable Quality Levels (AQLs) 
• Evaluation/Surveillance Methods 
• Incentives/Awards 

9. Section X – General Contact 
Information   

How do you approach this complexity? 
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ART & SCIENCE 
Approaching complexity of Requirements requires a 
blended approach 
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Asking the right questions (Define)  
• What functions must the product/service perform? 
• How well do the functions have to be performed? 
• What characteristics, assumptions, constraints 

surround the functions? 
• In what environment must the product perform? 
• With what must the product interface? 
• What are the sustainment issues? 
• Is the requirement SMART? 
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Definition = Effective Communication 



Asking the right questions at the 
right time 

Redesigned/recast to change communication paradigm 

Award 

Plan & Define 
(Requirement) Solicit Source 

Selection Administration ??? 



Asking the right questions in the 
right way 
• Understand and 

capture the 
perspectives behind 
the requirements 

• How can you do 
that? 
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Effective Communication = Mutual Understanding 



PERCEPTION 
Could be the most important factor in understanding 
• Textual vs. Contextual?  
• Perhaps, single biggest reason of communication problems 

is misperception.  
• Two people look at same picture, but each sees a different 

part. 
• Two people look at same part but sees it differently. 
• Different strokes for different folks 
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Understanding = seeing the picture(s) in the other’s head 
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Perception and Reality 

Are they 
always the 
same? 
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I think therefore I am 
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What’s the difference? 
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0 if we both see it’s 1? 



Are we both right? 

How about we agree to disagree? 
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Orchestration 
Many different people playing different instruments….. 
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…...but from the 
same sheet of 
music 
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What is Crowdsourcing concept? 

Here is what Meriam says… 
“the practice of obtaining needed services, ideas, or 
content by soliciting contributions from a large group 
of people and especially from the online community 
rather than from traditional employees or suppliers”. 
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The concept is all around us 
• Wiki, Yelp, Waze, DHS “see something, say 

something”, Intellipedia 
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Can the crowdsourcing concept be tailored or adapted? 

https://www.wethinq.com
/en/blog/2014/08/12/39-
Great-Crowdsourcing-
Examples.html 
 

https://www.wethinq.com/en/blog/2014/08/12/39-Great-Crowdsourcing-Examples.html
https://www.wethinq.com/en/blog/2014/08/12/39-Great-Crowdsourcing-Examples.html
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Tailored Crowdsourcing in action  
across the spectrum… 
• Crowdsourcing principles at all levels to enable 

better requirements definition 
• NIST Cybersecurity Framework 
• DHS Strategic Principles 
• President’s Cybersecurity Commission 
• OMB Mythbuster’s campaign 
• Organizational level requirements management 
• Working group/tactical micro level (building a 

requirements document) 
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Rosetta Stone 

• Perception and Perspective 
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Critical Infrastructure Sectors 
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1. Chemical 9. Financial Services 
2. Commercial Facilities 10. Food and Agriculture 
3. Communications 11. Government Facilities 
4. Critical Manufacturing 12. Healthcare and Public Health 
5. Dams 13. Information Technology 
6. Defense Industrial Base 14. Nuclear Reactors, Materials, 

and Waste 
7. Emergency Services 15. Transportation Systems 
8. Energy 16. Water and Wastewater 

Systems 

How do you communicate or translate Cybersecurity 
Requirements in 16 languages? 



A framework for requirements 
How do you define cybersecurity requirements? 
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A kind of rosetta stone 

• d 
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Requirements for the Framework 

Enabled through tailored crowdsourcing 



Other recent examples 
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CROWDSOURCING  
IN ACTION 
In addition to the adaptation of crowdsourcing at the 
macro level, it can be adapted at more micro levels. 
 
1. Organizational level: 

• People/teams, practices, tools (sharepoint), training 
• Communication paradigm (Draft) RFIs, Draft RFPs, Vendor 

Conferences (online) as part of market research 
• IPTs including users, A/B testing, data analytics 

 
2. Requirements Document/Writer level: 

• Writing Contract-level requirements docs (SOWs, SOOs) 
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Organizational Level 

39 

Process 

Tools 

People 



Writer level - guidelines 
 

 

Think – What, when, where, how (how many, how 
much, how well…) 
Think outcomes (“what you want”) vs. Process (“how 

to do it” 
Think alignment 



OMB’s Mythbusting Campaign 
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CROWDSOURCING IN ACTION  
 

• Current Proposed Federal Rule 
• Federal Register Vol. 81, No. 

229 / 29 NOV 2016.  FAR Case 
2016-005  

• FAR: Effective Communication 
between Government and 
Industry 
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Contact 
Information 

Mike Ipsaro 
703.216.0538 (mobile) 
mipsaro@integritymc.com 
 

mailto:mipsaro@integritymc.com


References 
• DAU Requirements/SOW class 
• NIST Cybersecurity Framework 
• Presentation on developing NIST framework 
• DHS Strategic Principles of Cybersecurity 
• Google images 
• Wikipedia 
• Wharton School of Business Negotiation class - Getting 

More by Stuart Diamond 
• OMB Mythbusters Memo 
• Federal Register Volume 81 
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